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CHAPTER ONE

INTRODUCTION

INTRODUCTION
The comprehensive guide to Ransomware Prevention

In a 2017 survey of more than 1,700 managed-service providers (MSPs), 86% said
their clients had recently suffered a ransomware attack. And a whopping 99%
predicted that attacks will worsen over the next two years. Now more than ever,
it’s critical that IT managers have the fundamental ransomware education they
need to fend off attacks.
In this guide, you’ll learn more everything you’ve ever wanted to know about
ransomware, including:
•
•
•

Overview of Ransomware
Common Types of Ransomware
Ransomware Protection: Prevention, Mitigation and Recovery
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CHAPTER TWO

Overview of Ransomware

WHAT IS RANSOMWARE?
Ransomware can take different forms, but it is a
type of malware that denies access to a device or
files until a ransom has been paid. Ransomware
encrypts your employee’s or corporate files and
forces you to pay a fee to the hacker in order to
regain access to their files.
Ransomware encrypts the files on a workstation,
and can travel across your network and encrypt
files located on mapped and unmapped network
drives. It’s how one infected user can bring a
department or entire organization to a halt.
Once the files are encrypted, the hackers will
display a screen or webpage explaining how to pay
to unlock the files. Historically, ransoms started in
the $300-$500 range, but fast forward and even
small companies are being hit with ransoms in the
thousands of dollars.
Paying the ransom invariably involves paying a
form of e-currency (cryptocurrency) like Bitcoin.
Once the hackers verify payment, they provide
“decryptor ” software, and the computer starts the
arduous process of decrypting all of the files.
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RANSOMWARE TODAY
There are a few dominant types, or families, of ransomware in existence. Each
type has its own variants. It is expected that new families will continue to surface
as time goes on. Historically, Microsoft Office, Adobe PDF and image files have
been targeted, but McAfee predicts that additional types of files will become
targets as ransomware continues to evolve.

Most ransomware uses the AES algorithm to encrypt files, though some use
alternative algorithms. To decrypt files, cyber extortionists typically request
payment in the form of Bitcoins or online payment voucher services, such as
Ukash or Paysafecard. The standard rate is about $500, though we’ve seen much
higher. Cyber criminals behind ransomware campaigns typically focus their attacks
in wealthy countries and cities where people and businesses can afford to pay the
ransom. In recent months, we’ve seen repeated attacks on specific verticals, most
notably healthcare.
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HOW RANSOMWARE
SPREADS
PHISHING ATTACKS Spam is the most common method for distributing
ransomware. It is generally spread using some form of social engineering; victims
are tricked into downloading an e-mail attachment or clicking a link. Fake email
messages might appear to be a note from a friend or colleague asking a user to
check out an attached file, for example. Or, email might come from a trusted
institution (such as a bank) asking you to perform a routine task. Sometimes,
ransomware uses scare tactics such as claiming that the computer has been used
for illegal activities to coerce victims. Once the user takes action, the malware
installs itself on the system and begins encrypting files. It can happen in the blink
of an eye with a single click.
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HOW RANSOMWARE
SPREADS
DRIVE-BY DOWNLOAD Another common method for spreading ransomware is a
software package known as an exploit kit. These packages are designed to identify
vulnerabilities and exploit them to install ransomware. In this type of attack, hackers
install code on a legitimate website that redirects computer users to a malicious
site. Unlike the spam method, sometimes this approach requires no additional
actions from the victim. This is referred to as a “drive-by download” attack.
The most common exploit kit in use today is known as Angler. A May 2015 study
conducted by security software vendor Sophos showed that thousands of new web
pages running Angler are created every day. The Angler exploit kit uses HTML and
JavaScript to identify the victim’s browser and installed plugins, which allows the
hacker to select an attack that is the most likely to be successful. Using a variety of
obfuscation techniques, Angler is constantly evolving to evade detection by security
software products. Angler is just one exploit kit, there are a variety of others in use.

FREE SOFTWARE Another way to infect a user ’s machine is to offer free software.
This comes in many flavors such as “cracked” versions of expensive games or
software, free games, game “mods”, adult content, screensavers or bogus software
advertised as a way to cheat in online games or get around a website’s paywall. By
preying on the user in this way, the hackers can bypass any firewall or email filter.
For example, one ransomware attack exploited the popularity of the game
Minecraft by offering a “mod” to players of Minecraft. When users installed it, the
software also installed a sleeper version of ransomware that activated weeks later.
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HOW RANSOMWARE
SPREADS
RANDOMWARE-AS-A-SERVICE Spam botnets and exploit kits are relatively easy to
use, but require some level of technical proficiency. However, there are also options
available for the aspiring hackers with minimal computer skills. According to
McAfee, there are ransomware-as-a-service offerings hosted on the Tor network,
allowing just about anyone to conduct these types of attacks.

“

“

It’s not a matter of if, but when
you’re going to get hit.
- Lance James, Chief Scientist at Flashpoint
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CHAPTER THREE

Common Types of
Ransomware

COMMON TYPES OF
RANSOMWARE

Ransomware is constantly evolving and new variants are appearing all the time. So,
it’s difficult, if not impossible, to compile a list of every type of ransomware
proliferating today. While the following is not a complete list of today’s ransomware,
it gives a sense of the major players and the variety in existence.
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COMMON TYPES OF
RANSOMWARE
CryptoLocker
Ransomware has been around in some form or another for the past two decades,
but it really came to prominence in 2013 with CryptoLocker. The original
CryptoLocker botnet was shut down in May 2014, but not before the hackers behind
it extorted nearly $3 million from victims. Since then, the CryptoLocker approach
has been widely copied, although the variants in operation today are not directly
linked to the original. The word CryptoLocker, much like Xerox and Kleenex in their
respective worlds, has become almost synonymous with ransomware.
CryptoLocker is distributed via exploit kits and spam. When the malware is run, it
installs itself in the Windows User Profiles folder and encrypts files across local hard
drives and mapped network drives. It only encrypts files with specific extensions,
including Microsoft Office, OpenDocument, images and AutoCAD files. Once the
dirty work is done, a message informing the user that files have been encrypted is
displayed on said user ’s screen demanding a Bitcoin payment.
CryptoWall
CryptoWall gained notoriety after the downfall of the original CryptoLocker. It first
appeared in early 2014, and variants have appeared with a variety of names,
including: Cryptorbit, CryptoDefense, CryptoWall 2.0 and CryptoWall 3.0, among
others. Like CryptoLocker, CryptoWall is distributed via spam or exploit kits.
The initial version of CryptoWall used an RSA public encryption key but later
versions use a private AES key, which is further masked using a public AES key. When
the malware attachment is opened, the CryptoWall binary copies itself into the
Microsoft temp folder and begins to encode files. CryptoWall encrypts a wider
variety of file types than CryptoLocker but, when encryption is complete, also
displays a ransom message on a user ’s screen demanding payment.
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COMMON TYPES OF
RANSOMWARE
CTB-Locker
The criminals behind CTB-Locker take a different approach to virus distribution.
Taking a page from the playbooks of Girl Scout Cookies and Mary Kay Cosmetics,
these hackers outsource the infection process to partners in exchange for a cut of
the profits. This is a proven strategy for achieving large volumes of malware
infections at a faster rate.
When CTB-Locker runs, it copies itself to the Microsoft temp directory. Unlike most
forms of ransomware today, CTB-Locker uses Elliptic Curve Cryptography (ECC) to
encrypt files. CTB-Locker impacts more file types than CryptoLocker. Once files are
encrypted, CTB-Locker displays a ransom message demanding payment in, you
guessed it, Bitcoins.
Locky
Locky is a relatively new type of ransomware, but its approach is familiar. The
malware is spread using spam, typically in the form of an email message disguised
as an invoice. When opened, the invoice is scrambled, and the victim is instructed to
enable macros to read the document. When macros are enabled, Locky begins
encrypting a large array of file types using AES encryption. Bitcoin ransom is
demanded when encryption is complete. Are you sensing a pattern here?
The spam campaigns spreading Locky are operating on a massive scale. One
company reported blocking five million emails associated with Locky campaigns
over the course of two days.
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COMMON TYPES OF
RANSOMWARE
TeslaCrypt
TeslaCrypt is another new type of ransomware on the scene. Like most of the other
examples here, it uses an AES algorithm to encrypt files. It is typically distributed via
the Angler exploit kit specifically attacking Adobe vulnerabilities. Once a
vulnerability is exploited, TeslaCrypt installs itself in the Microsoft temp folder. When
the time comes for victims to pay up, TeslaCrypt gives a few choices for payment:
Bitcoin, PaySafeCard and Ukash are accepted here. And who doesn’t love options?
TorrentLocker
TorrentLocker is typically distributed through spam email campaigns and is
geographically targeted, with email messages delivered to specific regions.
TorrentLocker is often referred to as CryptoLocker, and it uses an AES algorithm to
encrypt file types. In addition to encoding files, it also collects email addresses from
the victim’s address book to spread malware beyond the initially infected
computer/network—this is unique to TorrentLocker.
TorrentLocker uses a technique called process hollowing, in which a Windows system
process is launched in a suspended state, malicious code is installed, and the process
is resumed. It uses explorer.exe for process hollowing. This malware also deletes
Microsoft Volume Shadow Copies to prevent restores using Windows file recovery
tools. Bitcoin is the preferred currency for ransom payment.
KeRanger
According to ArsTechnica, KeRanger ransomware was recently discovered on a
popular BitTorrent client. KeRanger is not widely distributed at this point, but it is
worth noting because it is known as the first fully functioning ransomware designed
to lock Mac OS X applications.
The comprehensive guide to ransomware protection

15

COMMON TYPES OF
RANSOMWARE
Ransom32
Ransom32 is a variety of “ransomware-as- a-service” that effectively puts the power
to create ransomware into the hands of just about anyone – regardless of their
technical know-how. What makes Ransom32 really dangerous is that it is coded
entirely using JavaScript, which means it can be used to target computers running
Windows, Mac OS X and Linux.
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CHAPTER FOUR

RANSOMWARE PROTECTION:
prevention, mitigation & recovery

RANSOMWARE PROTECTION
Cyber criminals armed with ransomware are a formidable adversary. While small-tomid-sized businesses aren’t specifically targeted in ransomware campaigns, they
may be more likely to suffer an attack. Frequently, small business IT teams are
stretched thin and, in some cases, rely on outdated technology due to budgetary
constraints. This is the perfect storm for ransomware vulnerability. This section will
provide tips and tools necessary to prevent, mitigate and recovery from an attack.

“

“

Security software is essential,
however, you can’t rely on it
alone. A proper ransomware
protection strategy requires a
three-pronged approach,
comprising of education, security
and backup/recovery.
Dale Shulmistra
Business Continuity Strategist, Invenio IT
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RANSOMWARE PREVENTION
1)

Train employees what to look for. Most ransomware infections are primarily
caused by good old-fashioned human error. Somebody opens a spam email,
clicks a bad link, opens a malicious attachment, and so on. Phishing emails can
be very deceiving, especially to an untrained eye. Implement an ongoing
ransomware education program that trains staff how to spot malicious emails
and how to practice safe Internet usage.

2)

Use good anti-malware software. Obvious, right? But it’s always worth
repeating: you should be using strong anti-malware/antivirus protection across
your organization as a first line of defense against ransomware and other
cyberattacks. That being said, there’s no guarantee the software will stop a
ransomware infection. 94% of surveyed IT professionals said their clients were
using antivirus software when they were successfully attacked. Compare
software options carefully, and look for solutions that are designed specifically
to spot known ransomware strains.

3)

Implement strong spam filters. Strong spam filtering will prevent the vast
majority of ransomware emails from reaching inboxes. You have numerous
options for configuring such filters: through your server, email client, firewall
appliance, add-on software and so on.

4)

Authenticate inbound emails. The more filtering, the better. The FBI’s Cyber
Task Forces recommend that you authenticate inbound email using
technologies like Sender Policy Framework (SPF), Domain Message
Authentication Reporting and Conformance (DMARC) and DomainKeys
Identified Mail (DKIM) to weed out bad messages and prevent email spoofing.

5)

Filter executable files. Aside from suspected spam, you should also be scanning
inbound and outbound emails for executable files. If you need to set
permissions for select email accounts, that’s fine.
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RANSOMWARE PREVENTION
6) Block known malicious IPs. When any kind of data attempts to come into your
network from an IP address that’s known for sending malware, it should be blocked.
Configure your firewall to block all access to those known IP addresses. Some
firewall solutions update blocklists automatically, or you can add them manually.
7) Patch and update constantly. Last summer ’s WannaCry outbreak revealed that
thousands of companies’ operating systems were embarrassingly out of date.
WannaCry exploited known vulnerabilities in Windows, for which patches had been
available long before. These infections could have been prevented with automatic
Windows updates. But it’s not just operating systems you need to be concerned
about. IT managers should be patching all software and firmware used by the
business as soon as updates become available. A centralized patch management
system can help to streamline and automate those patches across the organization.
8) Set account privileges and access controls. When an infection occurs, it locks up
data on the user ’s computer and then spreads outward, attempting to reach as
many other files, folders and machines on the network as it can. You can minimize
that outward spread by placing restrictions on account privileges. Theoretically, if
the user can’t access a sensitive folder of data, the ransomware shouldn’t be able to
either. Apply the principle of least privilege: limit each user ’s access to only the
destinations they require for their job, and restrict administrative access to those
who need it.
9) Disable macro scripts from files sent via email. One bad file attachment can take
down the whole business. Phishing emails will often contain attachments of Word
docs, PDFs and spreadsheets, labeled as “invoices,” “receipts” and other files that
look authentic to staff. Attachment previewers, which disable active content like
scripts and macros, help ensure that staff can verify the contents and authenticity of
suspicious attachments without fully opening them. Email clients like Outlook have
preview options built in, but third-party previewers are also available.
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RANSOMWARE PREVENTION
10) Use software restriction policies and controls. IT managers should be setting
controls over which programs can run on local computers and/or how they’re
executed. Software restriction policies (SRP), within Windows for example, will allow
you to automatically enforce an approved list of software, effectively denying all
other applications from being able to execute. If you need looser restrictions, you
can apply a more granular approach. For example, the FBI recommends setting
controls that “prevent programs from executing from common ransomware
locations, such as temporary folders supporting popular Internet browsers or
compression/decompression programs, including the AppData/LocalAppData folder.”
11) Disable Windows Remote Desktop Protocol (RTP). Don’t need it? Disable it. Last
November, businesses saw a flood of new ransomware attacks that leveraged
Remote Desktop Protocol to break into machines, one at a time, and then lay the
groundwork for a ransomware infection. Part of the problem in these cases was
weak RDP passwords, which were easily broken by tools like NLBrute. Creating
stronger passwords is a good start. But even better, IT managers should disable RDP
on every machine, and enable it only temporarily if/when remoting is needed.
12) Categorize and separate data. This is especially important for larger
organizations that have sprawling networks across multiple locations. Beyond the
mere user access controls mentioned above, you need to think strategically about
how and where your data is stored and accessed, and by whom. As the FBI Cyber
Task Force advises, you should be categorizing data based on organizational value,
and implementing “physical and logical separation of networks and data for different
organizational units.” If someone in your San Francisco marketing office unwittingly
opens a ransomware-infected email attachment, why should that affect the critical
data used by your accounting team in New York? You need to approach your
infrastructure strategically, separating stored data in a way that makes it harder for
ransomware to spread and disrupt your entire organization.

The comprehensive guide to ransomware protection

21

RANSOMWARE PREVENTION
13) Back up your data. Backing up your data won’t necessarily prevent ransomware
(although, it can: see #14 below), but it is arguably the most critical preventative
step on this list. If an attack occurs, your only option is usually to restore a backup
from before the infection occurred. When all other preventative methods fail, your
data backups are what will prevent your business from losing everything in a
ransomware attack.
14) Consider backup technologies with built-in ransomware protection. Data
backup technologies from Datto have built-in ransomware detection as an extra line
of defense against infection. The appliance actively looks for common signs of a
ransomware footprint (for example, large amounts of file content being suddenly
overwritten with random data). When an infection is detected, administrators are
immediately notified, so they can roll back to clean data and significantly minimize
the disruption.
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RANSOMWARE MITIGATION
If you’ve been infected with ransomware, there are still steps you can take to
mitigate the impact. Here’s how to contain the infection and gain control, before
things turn catastrophic.
1)

Isolate the infected machine. Remove the infected computer from the network
immediately. This will help to prevent the infection from spreading to other
machines. We’ve seen some companies now including this step as part of their
employee ransomware education: if a ransomware attack becomes evident on
the user ’s computer, they are advised to disconnect the network cable from
their computer immediately. Not a bad idea.

2)

Isolate and/or shut down unaffected or partially infected devices. When in
doubt, shut it all down. Yes, a network-wide shutdown will significantly disrupt
operations. But it could drastically shorten the overall length of the disruption.
Powering down machines that haven’t been completely infected will afford time
to contain damage and recover data before things get worse. Particularly on
large networks, you need to know where the infection has spread before you
recover. Otherwise, your recovered data could be re-infected all over again.

3)

Delete registry values and files. With affected machines isolated, you can
attempt to identify (and delete) newly created or edited registry files and
values, which should prevent the malicious program from executing.

4)

Give the FBI a call. Yes, really. For reporting purposes alone, businesses are
strongly advised to contact the authorities (ideally your local FBI field office)
about every ransomware attack, even if you have already resolved the problem.
But also, the FBI stresses that law enforcement may be able to use advanced
tools to unlock encrypted data that are unavailable to most organizations.
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RANSOMWARE REMOVAL
1) Restore a backup from before the infection
occurred. Once you’ve identified exactly where and
when the infection occurred, it’s time to get your
data back! Choose a clean recovery point from before
the attack. This will restore your data and—poof—the
threat will be effectively removed at the same time.

2) Change all passwords. As an added safety
measure, all account and system passwords should be
changed at least once during the mitigation and
recovery process, if feasible. FBI’s experts advise:
“Change all online account passwords and network
passwords after removing the system from the
network. Furthermore, change all system passwords
once the malware is removed from the system.”
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CHAPTER FIVE

CONCLUSION

CONCLUSION
Education + The Right Tech = Total Business Continuity

Cyber extortionists using ransomware are a definite threat to today’s businesses
from the local pizza shop to the Fortune 500. However, a little bit of education and
the right solutions go a long way. Make sure your employees understand what to
watch out for and you can avoid a lot of headaches. Never underestimate the
dedication or expertise of today’s hackers. They are constantly adapting and
improving their weapon of choice. That’s why you need top-notch security
software and backup. Keep your business safe and give your nerves a break.
To sum it all up, knowledge spreading and security software can help you avoid
cyber attacks. Patch management is essential. Be certain that your software is upto-date and secure. In the end, it is backup that will help you pick up the pieces
when all else fails. Consider using a modern backup product that offers features
that can permanently eliminate downtime.

About Invenio IT
Invenio IT is an award-winning industry leader in data protection and IT security, with a
specialization in business continuity solutions. The firm provides IT service and counsel
to Clients throughout Europe, the United States and the Caribbean. Invenio IT is a Datto
Blue partner, a distinction reserved for the only top 5% of partners worldwide. Invenio
It is also recognized as Datto’s most innovative partner for their integrated approach to
business continuity.

The comprehensive guide to ransomware protection

26

DON’T PUT YOUR
BUSINESS AT RISK
Protect your data and get VIP
support from a top-tier partner today.

Let’s chat!

Invenio It is a top-tier, Datto Blue partner, which means we are one of
their top partners worldwide.
As a result of our status with Datto, we receive additional training
certifications as well as VIP support that helps us provide the best
service to our Clients. Want to learn more about us? Let’s chat.
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